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What is it?

• Tool to receive, analyze and retransmit signal data

• Supports most current SDR Radios

• RTL-SDR (RX only), HackRF, Pluto, Airspy

• Runs on Linux, MacOS, Windows

• Automatic demodulation

– Modulation identification

– Customizable decode parameters

• Protocol reverse-engineering tools

• Simulation environment for stateful attacks

• https://github.com/jopohl/urh?tab=readme-ov-file

https://github.com/jopohl/urh?tab=readme-ov-file
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Ethical Hacking

• A new industry of Systems Security improvement practice

• Identifying security weakness and providing remediation

• Involves more systems than RF based signaling

• Bug Bounty Hunter 

• Comprehensive RF hacking tutorial available here:

• https://youtu.be/3Y4ve2O5jzk?si=yw4XF78

oDUtVBTgN

https://youtu.be/3Y4ve2O5jzk?si=yw4XF78oDUtVBTgN
https://youtu.be/3Y4ve2O5jzk?si=yw4XF78oDUtVBTgN
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Ethical Hacking
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Devices tested
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Devices tested

• Remote controlled outdoor power distro

– So we can “light up” the deer herd!
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Replay steps with Universal 

Radio Hacker

• Identify the transmitted signal of the device (locate frequency)

– Using Spectrum Analyzer

• Record the transmitted signal 

– Send commands over the air or intercept

• Trim modulated signal (optional)

• Transmit trimmed modulated signal through SDR Radio

• Optionally analyze modulation
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Replay demo
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Questions?
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